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BBC News: 

Facebook to exclude billions 
from European privacy laws 

19 April 2018 



What does GDPR mean for you and me? 



GDPR 

 

 

Harmonizes data privacy laws across the EU-
zone 

 
Complement to existing national CCTV/video 
surveillance regulations  

 

Scope: 
• Actual installations and the applied usage  
• Organizational processes and matureness  
• NOT specific individual products 

 
Enforced through domestic authorities  

 

Hefty fines in case of violation: 
• 4% of the world-wide annual revenue  
• Up to €20 million per incident 

 

 

General 

Data 

Protection  

Regulation 
Enforcement date: 

25 May 2018 



What is personal data? 

Racial or ethnic origin 

Political opinions and 

engagements 

Religious or  

philosophical beliefs 

Biometric data  

(incl. photos, videos, fingerprints) 

Data related to health 

Sexual 

orientation 

Criminal convictions or offences 

Name, e-mail address, 

address, phone number 

Civil status, identifiable 

information, images, 

etc. 
Personal life 

habits 

Economic and 

financial information  

Localization and  

connection details 

National identification  

number 

Personal Data Sensitive Personal Data 



Personal data that potentially is 
collected by a video surveillance system 

Racial or ethnic origin 

Political opinions and 

engagements 

Religious or  

philosophical beliefs 

Biometric data  

(incl. photos, videos, fingerprints) 

Data related to health 

Sexual 

orientation 

Criminal convictions or offences 

Name, e-mail address, 

address, phone number 

Civil status, identifiable 

information, images, 

etc. 
Personal life 

habits 

Economic and 

financial information  

Localization and  

connection details 

National identification  

number 

Personal Data Sensitive Personal Data 

When used together with:  
• Access Control integration  
• Face recognition  
• Location tracking 



Key stakeholders 

 

Data processors 

Operators 

Security 
Officers 

System 
Admin. 

3rd party guard 

Monitoring Stations 

Data subject 

Identified  or  identifiable  
natural  person 

Data controller 

The legal entity owning and 
operating the surveillance system  

Law enforcement are exempted 



Lawful basis for data processing 

Consent 

Data subject has 
consented data 

processing 

• Email marketing  
• Attending events  
• International data 

transfer  
• Processing sensitive 

data 
• Processing children's 

data 

Public 
interest 

Data processing 
carried out in the 

public interest in the 
exercise of official 

authority entrusted 
the controller 

• Crime prevention 
• Public health and 

security 
 

Vital 
interest 

Data processing 
carried out to 
protect vital 

interests of the  
data subject 

• Life and health 
critical data 

• Hazardous and 
dangerous 
environment  
  

Contractual 

fulfillment 

Personal data may 
be processed if 

necessary to enter 
into, or perform, a 
contract with the 

data subject 

Contracts covering: 
• Licensing 
• Distribution 
• Consultant 
• Employment 

Legal 
obligation 

Processing is 
permitted if it is 

necessary for 
compliance with 
legal obligation 

• CCTV act 
• Bookkeeping act  
• Employment act 
• Whitewash act 

Legitimate 
interest 

Processing required 
for the purposes of 
legitimate interests 

of the controller, not 
infringing the rights 
of the data subject 

• Fraud detection  
• Employment  
• Product 

development 
• Health and safety  

Be explicit on justification and 
purpose of data collection 

Limit data collection and 
processing to what’s necessary 

Define who is processing the 
data and for how long it is kept 

Establish processes for  
handling data 



GDPR  video surveillance guidelines 

 

Data acquisition Internal data storage & processing Data sharing 

Data minimization: 
• Optimize camera  

placement & field of view 
• Apply privacy masks 

 

Right of information - notice to 
individuals affected 
• Purpose of surveillance 
• Kept by who  

(Data Controller / Data Processor) 
• Retention policy (how long) 

 

Any 3rd party that that process 
personal data must sign a 
Data Processing Agreement 
(not law enforcement) 
 

Export of video data incl. 
masking of persons  
of non-interest 
 
Transfer of personal data 
outside the EU 
• Seek legal advice! 

Apply & maintain high general cybersecurity 
 
User rights management 
• Limit user access to a strictly need 
• Keep audit logs of user access and activities 

 

Training of personnel (mandatory) 
• Cybersecurity incl. user administration 
• Export of video data incl. masking of persons  

of non-interest 
 

Organizational requirements 
• Data Protection Officer  
• Maintain overview of personal data  

records & processing flows 
• Data breach notification within 48 hours 
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What is Milestone doing to help you? 



What does Milestone 
do to address GDPR? 

 

Strategic focus on cybersecurity in XProtect 
VMS – the foundation for privacy 

 

Preparation of own business systems 

 

Education of partners and customers 

 

New privacy protection feature in 2018 R1 

– Privacy Mask  
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+ 
In the process of certifying XProtect Corporate 
as GDPR ready - European Privacy Seal  

Certification process 
in progress 







milestonesys.com 
This publication contains information concerning Milestone Systems A/S and its affiliates that may be useful to Milestone’s customers, suppliers, employees as well members of the general public.  However, in referencing this publication you 
are accepting all of the terms of this disclaimer notice, including exclusions and limitations of liability. If you do not agree with anything in this notice, you should not use, or reference, this publication. While reasonable efforts are made to 
ensure that the contents of this publication are accurate, this publication and its contents are provided on an “as is,” “as available” basis, without warranties of any kind, including any warranty that the publication will be kept up to date, be 
true and not misleading, or that the publication will always (or ever) be available for use. Milestone and its affiliates disclaim all warranties, express or implied, with respect to the publication and its contents, including, without limitation, any 
warranties of accuracy (to include any forward-looking statements based on assumptions), completeness, timeliness, non-infringement, title, merchantability, or fitness for a particular purpose. Because some jurisdictions do not permit the 
exclusion of certain warranties, these exclusions may not apply to you 

Thank you! 

 


