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About Inaxsys 

Inaxsys is a world-wide provider of high-tech integrated security systems. 
Our main core focus is: 
 
• Enterprise-class integrated access control and alarm systems under the 

brand names                         and   
• Medium-sized integrated access control and alarm under the brand 

names                            and    
• Enterprise-class video management software platform under the brand 

name: 
•  Full line of high quality IP and high definition over coax cameras under 

the brand name:  
 
 

 



About today’s presentation, the 
following must be understood: 

1. The GDPR regulations are new and only go into effect May 25th 2018 
2. GDPR regulations are imprecise and can be interpreted in many ways 
3. GDPR makes no explicit mention of access control or alarm systems 
4. There are no legal precedents we can refer to in order to interpret its 

regulations 
5. Because of all of this, today’s presentation contains interpretations! 

 
 

 

Source of Information:  
1. https://ipvm.com/reports/gdpr-guide#post_165676 IPVM GDPR guide 
2. https://www.infosecurity-magazine.com/news-features/views-gdpr-within-europe/  Views of GDPR from inside 

Europe 
3. https://www.infosecurity-magazine.com/opinions/the-ins-and-outs-of-gdpr/ The ins and outs of GDPR 
4. https://www.eugdpr.org/  GDPR web site and documents 
5. https://en.wikipedia.org/wiki/General_Data_Protection_Regulation  
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GDPR: 

  General Data Protection Regulation 

 all companies processing the personal data of people in the EU 

 gives data subjects in EU significant new rights: 

 to access and remove their data 

 imposes restrictions on how this data can be collected 

 threatens tough penalties on misconduct 

 Goes into effect May 25th 2018 

 European Union wide 

 Regardless of location 

 Regardless of where a company might be based  

 



GDPR naming convention: 
  Data Controllers 

 End Users 

 “determine the purposes and means of the processing of personal data” 

 In the case of access control and alarm, this would be the End-User, the 

company that uses the access control system 

 Data Processors 

 companies that process personal data on behalf of data 

controllers. 

 In the case of an access control system, this would also be the 

End-User unless: 

 Their data processing centre is outside their organization 

 Hosted or web-based access control is used 

 A third-party alarm company could possibly be considered a Data 

Processor (although the type of information they receive is coded 

and  not typically personal data) 

 

 



GDPR naming convention: 
 
 Data Subjects 

 Workers and customers 

 People! 

 These have new rights under GDPR 

 In an access control system, they would be the cardholders and card users. 

 They could have photos taken for identification 

 They could have fingerprints taken (binary, not actual images) for biometric 

identification 

 Biometric Data 

 “Uniquely identifies a natural person” 

 There is very little biometric data in access control and alarm 

unless: 

 Photo-ID is used to uniquely identify an authorized person 

 Binary fingerprint data is used for identification purposes (NOT actual 

fingerprints!) 

 

 



System Design is Key 
 Although there are very small impacts on access control and alarm, 

the following key design features are important: 

1. Consent and transparency – processing private data is based on consent and it must 
be given. Signed consent forms should be used before acquiring photos and fingerprints 
for IDs or biometrics (article 7 https://gdpr-info.eu/art-7-gdpr/ Conditions for Consent). 
Clear, plain language must be used in the consent forms. Would apply to employees and 
visitors.  

2. Data Storage - data should not be stored for "longer than is necessary for the purposes 
for which the personal data are processed“. Have clear policies about storage and make 
sure it's not kept overly long or indefinitely  
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System Design is Key 
 Although there are very small impacts on access control and alarm, 

the following key design features are important: 

3. Right to be forgotten/Data requests– make sure there are mechanisms for people 
entered into the access control database to be able to request and remove their data. 
• People need to be able to be deleted from the database when they are no longer pertinent, upon request 

• The data should not be stored for any longer than absolutely necessary. 

• Unclear of actual movement of employees (events in an access control systems) would be considered private 
data under GDPR 

4. Breaches- breaches of personal data must be reported to authorities and potentially 
data subjects themselves 

 

 

 



System Design is Key 
 Although there are very small impacts on access control and alarm, 

the following key design features are important: 

5. Biometrics– Are generally forgidden without absolute consent but: 
• Access control biometrics are NOT actual fingerprints (binary representations only) 

• Unclear how this will be interpreted 

6. Context matters!- Exceptions will be allowed “The processing of personal data to the extent strictly 
necessary and proportionate for the purposes of ensuring network and information security, i.e. the ability of a 
network or an information system to resist, at a given level of confidence, accidental events or unlawful or 
malicious actions that compromise (…) by providers of security technologies and services, constitutes a legitimate 
interest of the data controller concerned” 

 

 

 



What about Inaxsys and GDPR? 
 Inaxsys access control and alarm systems are entirely consistent with GDPR 

demands: 

1. Card data is encrypted up to 256 bits (using Mifare or Desfire smart cards) 

2. Data between readers and system controllers is encrypted using proprietary RS-
485 or Open Source Data Protocol (up to 256 bits) 

3. Data between system controllers and software is encrypted using 256 bit AES 
encryption keys 

4. Data in the software is in an SQL database, fully protected by robust user 
names/passwords. It is imperative that the Data Controller install and protect the 
server in an adequate manner. 

 

 

 



Inaxsys access control and alarm systems are entirely consistent with GDPR demands: 

5. Settings exist in the system to automatically purge events from the system 
according to a schedule (from days to years) 

6. Manual purge is possible at any time using SQL Management Studio 

7. Settings exist in the system to automatically purge from the system any cardholders 
who have been inactive for a period of time (from 1 minute to 10,000 days, 
selectable per cardholder) 

8. Deleting a single cardholder from the system deletes their private information 
(name, for example) while keeping the generic event based on cardholder number 
(this is called “pseudonymisation and encryption” in GDPR. 

 

 

What about Inaxsys and GDPR? 
 



Inaxsys access control and alarm systems are entirely consistent with GDPR demands: 

9. Inaxsys systems also allow for coded words to be used (anonymization) in the 
database, instead of real names. The real name can then be kept elsewhere, 
with a key to translating the card numbers into actual names and identities. 

10. Inaxsys uses robust encryption techniques across the whole system, to ensure 
that there can be no accidental leaking of private data (required under 
https://gdpr-info.eu/art-34-gdpr/ Article 34 Communication of a personal data 
breach to the data subject) 

 

 

 

What about Inaxsys and GDPR? 
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Thank you for your attention! 

Questions? 


